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Recording of confidential details on MiDatabank and anonymising records
Background

To enable sharing of enquiries we need to ensure that confidential data are not included in the sections of the enquiries that are shared. Please also refer to the MiDatabank Enquiry Sharing SOP.
What sections of the enquiry record will be shared?

The title, enquiry number, date the enquiry was completed, the name of the MI centre, question section on the input page and the summary box on the answer page will be shared. Therefore confidential data that can’t be shared,should not be included in these sections.
What types of confidential data are currently recorded on MiDatabank?

Confidential data could relate to the following:

· Patient
· Enquirer
· Specialist – with whom MI staff made personal contact for advice
· MI staff handling the enquiry

The details of enquirer, specialist and MI staff are more likely to be covered by data protection than confidentiality but the implications for MI remain the same.
Why is this data recorded?

For all 4 categories it is necessary to have an accurate audit trail that records these details. This is good practice but is essential should the enquiry subsequently to be the subject of a complaint or medico-legal case. In addition there are specific reasons why details are recorded for each category.
Patient 

To allow further information to be obtained from sources other than the enquirer e.g. ward pharmacist or hospital PAS system. It may also be necessary for the answer to the enquiry to be relayed to someone other than the original enquirer and then it will be necessary to know which patient the enquiry relates to. The information may be required to be put in the patient’s notes for e.g. consultant to refer to in clinic.  
The recording of any patient data must be the minimum required for the purposes of answering the enquiry and the individual recording it must be able to justify the collection and recording of the data.
It is also important to remember that under the Data Protection Act a patient could ask to see information/data held about them and so it is important that such information/data is accurate and factual and does not include e.g. derogatory comments about the individual.
Enquirer

To allow contact with the individual enquirer.
Specialist

To allow all using the advice provided to know where it originated from and to be able to assess the credibility of the source.
MI Staff handling the enquiry
It is important to know who has been involved at any stage in the enquiry process—this is particularly important when trainees or other supervised staff have been involved.
What data is considered confidential?
Patient

The definition of patient identifiable data as used by the DoH Confidentiality NHS Code of Practice includes:

· Patient’s name, address, full postcode, date of birth.

· NHS number and local patient identifiable codes.
· Anything else that may be used to identify a patient directly or indirectly. For example, rare diseases, drug treatments or statistical analyses which have very small numbers within a small population may allow individuals to be identified. This may be an issue for some enquiries.
Enquirer

Name and contact details including phone number, bleep number, e-mail address, postal address.
Specialist

Name, specialty and contact details including phone number, bleep number, e-mail address, postal address.
MI Staff handling the enquiry

Name

Where should confidential data be recorded on MiDatabank?
Patient

Patient identifiable data should only be recorded in the ‘Patient’ tab below the ‘Title’ box on the input page.

Enquirer

Enquirer details should only be recorded in the specific boxes on the input page. If it is necessary to relay the answer to an individual other than the enquirer – the details of this person(s) should be recorded in the ‘Contact for this enquiry’ box on the input screen if known at the time of enquiry receipt or in the ‘Enquiry Follow up/Notes’ box on the Completion page if not known until the answer is given.
Specialist 

These individuals will normally have provided their specialist expertise and advice for use in the care of an individual patient. They may not be willing for, or aware that, that advice may be shared with individuals in other NHS organisations. Record the name of any specialist or colleague or employee of a pharmaceutical company contacted during the research of the enquiry. In the answer section refer to these individuals by their title e.g. paediatric pharmacist, endocrinology consultant, procurement technician, medical information officer etc. so that anonymity can be ensured. 
MI Staff handling the enquiry

MI staff involved within the enquiry will be identified throughout the MiDatabank by ‘control M’. Such entries may appear on the sections of the enquiry to be shared. Sharing of such data within the NHS would not be a breech of confidentiality. A local decision should be taken about whether MI pharmacists submitting MI enquiries for sharing wish the ‘control M’ stamps to be left in or deleted.
Produced by Katie Smith, East Anglia Medicines Information Service, on behalf of the UKMI MiDatabank Steering Group, November 2012, updated May 2014.
(Based on previous work by Fiona Woods, Welsh Medicines Information Centre, on behalf of the UKMI Clinical Governance Working Group, September 2012)
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